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(Strategic View of Cyber Conflicts)™

muna Sgsinsni

unAnQego
L a v oA o~ ¢ A o ¢ a ¢ o
unaulesuiensidinsasdioneleiuesiioussgingussasiilieevsmansvassy lne
’~ P YR A v o Yo o v A = Ay A A a
W915anfetadasiing q nudnsulisgriuanldasodiaimani laun nunuazlenialunislaus
MALTY Auuianas MIUnUasnu N1sUHIEsANUSURATOU KALAINUARLIATEYRINY VY
seniUseina unanuildaiiasegditenudulula dediin wazmurimnenissAondey

Tumsantunagnenialaiues Ussnausmey nsasdayaunad (Signaling) Msfimmuaiiavnsaanunisal
(Shaping) n1sUesUs1u (Deterrence) M3TudaAu (Coercion) wazn15UsIqTngUITaAAvas

21 v A A 5 v e I3 o a ' = 1o & v ' 1% v e

misldinsestiomsleveiiienadninsgnseansoagnaniiunisegnaweuisuaziuuilou lnglisnlusosjmimadng
o oo A wyd o oo 4 oo o ~ 4 vo 1 5 .

manmaamluiui eadiFaisdina1n Tuteunanuiigidendwendnaemslidman “mslaudinislewues” (cyber attack)

wazyeld Md1 “Anudaudimdlaues” (cyber conflicts) dsmaneds nsliiasesfionidluvesinesgnilaieatsny

Issungnseansivile $59u elviaenadesiuleuviaswwenagnsnialuvesvesizya
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FENINUTEIA) AESTANERS aINIRlUMINeNdy, Master of National Security Policy, National Security College,

Crawford School of Public Policy, the Australian National University.
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* guseduaudfuRnmismslaesifianuiesdesiusgiusius a.a. 2005 lW “Cyber Operation Tracker,” Council on
Foreign Relations, https://www.cfr.org/cyber-operations/.
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> Cybersecurity & Infrastructure Security Agency. (n.d.). Fact sheet: Russian SVR activities related to SolarWinds

compromise. Accessed October 25, 2024, from https://www.cisa.gov/sites/default/files/publications/CISA Fact
Sheet-Russian_SVR_Activities Related to SolarWinds Compromise 508C.pdf
Zscaler. (n.d.). What is the SolarWinds cyberattacks? Accessed October 25, 2024, from https://www.zscaler.com/re-

sources/security-terms-glossary/what-is-the-solarwinds-cyberattack#how-the-attack-works%20%20%20https:/www.

theguardian.com/world/2021/may/31/denmark-helped-us-spy-on-angela-merkel-and-european-allies-report

“*Henley, J. (2021, May 31). Denmark helped US spy on Angela Merkel and European allies — Report. The Guardian.

Accessed October 25, 2024, from https://www.theguardian.com/world/2021/may/31/denmark-helped-us-spy-on-

angela-merkel-and-european-allies-report

T T
e "@

m/

auui 18 (NUNWUS - wnun1AU 2568)

.

UJ; NNSLESLC
1 ip




Q
-
(7
N
-
w
=
(=)
(=
(<)
=
D
Q
=3
=
f et
(=)
=)
<

Tundvessunu nmslfiedastionsluuas
unsgUwuusnansanssildfeduyuiia Wy
n151auAA2835 Denial-of-Service Attack
(DDoS Attack) ifeanisiiiesgunsalsiuau |
wnnlumsasiwodndatmanenseuru Tne
Syaulvgidninsnensiisanalunisaiiv
mMsegidr wagmndenitamaneivngas
nslanfiudfainansgnudurenield
FuvunsdiiealafonazeefifoineUszay

Tuadn &

o1alifusiaanely anmsiissuumsin
anusiunsUaoafonslauefluilagiud
1nsgIuigeduanafiaann sawdensiisgil
wnelonlaudluefnBuiaundnauannsa
Tunmstlosfuusemanslauefifiuunniu®
iy suuuunislanddaedunuiiinesne |
DDoS Attack laithazdeliiianansenuls
inwihfumanisalluefindiedu uenaind
winisieenisldinIesilenislaivesiie

Tilanadnsn1egnsaansniussansain

v o & v o = = caa i
gedndusesenfeinsasiionisloiuesng |
Iaauaruisagedednaesdinineins

19 Stuxnet
Wioasuad
AITNLAYNNY
FOLATINITRAIUN
onsiuadeivesdniuiideserdededing
fiiaiasgnaununazlaiinelesunisudly
(Zero-Day Vulnerability) 8g13tioy 5 g0l
visensteusnisaliowss Pegasus U89UTEY
NSO Group fiilsnags * s

i anuamnsatun1sunUaiani (Anony-
agalsfinu Jadednmedunuianasil

mity) vsnes mMsfignszyhnsanansande
AunaURINITlaNANelgiuasly fewmaila
Wi N3l VPN, Proxy Server, nslguamdin,
wion1sUasuulal IP Wudu dewaliiin
anugsennuaylaintiueulunissyyunasiiun
yesmsland viiefiFundt “Uymilunsszy
MAURNTEYIRA” (Attribution Problem) uag
winnsyhdminemansnsluiues (Cyber
Forensic) aztdulula uanfesendeninenns
Aunnuazervldduaminiginnidumie

- lifuwamaniseeulandaiay naansiloaduy

999A1u bk UuIULALAINEIUINTUNITT
Anseyiindmalvisgnviinislaudnislaues

Punauludiy dugu nsdlveins o dlemagnaeulinaduluseaudimn

*" Pernik, P., Alatalu, S., Borogan, |., Chernenko, E., Herpig, S., Jonsson, O., Kurowska, X., et al. (2018). The early days
of cyberattacks: The cases of Estonia, Georgia, and Ukraine. In N. Popescu & S. Secrieru (Eds.), Hacks, leaks and dis-
ruptions: Russian cyber strategies (pp. [page numbers]). European Union Institute for Security Studies (EUISS). https://
www.jstor.org/stable/resrep21140.9

® NBC News. (2009, July 9). A look at Estonia’s cyber attack in 2007. NBC News. Retrieved October 28, 2024, from
https://www.nbcnews.com/id/wbna31801246#.WNLFp2_yuUk.

# Black Hat. (n.d.). A decade after Stuxnet’s printer vulnerability: Printing is still the stairway to heaven. Retrieved
October 28, 2024, from https://www.blackhat.com/html/webcast/05202021-a-decade-after-stuxnets-printer-vulner-
ability-printing-is-still-the-stairway-to-heaven.html.

**Benenav, J. (2022, November 12). Internal documents show how close the F.B.l. came to deploying spyware. The
New York Times. Retrieved October 28, 2024, from https://www.nytimes.com/2022/11/12/us/politics/fbi-pegasus-
spyware-phones-nso.html.
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* United Nations. (2013, June 24). Group of Governmental Experts on developments in the field of information and

telecommunications in the context of international security. Retrieved October 25, 2024, from https://dig.watch/

wp-content/uploads/A 68 98 E.pdf.

*? United Nations. (n.d.). UN Charter. Retrieved October 28, 2024, from https://www.un.org/en/about-us/un-charter/

chapter-1.

** Cyber Defence Centre of Excellence. (2024, June 17). Use of force. Retrieved October 28, 2024, from https://cyber-
law.ccdcoe.org/wiki/Use of force#:~:text=A%20cyber%20activity%20constitutes%20a,an%20unlawful%20use%20

of%20force.
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* Harknett, R. J., & Smeets, M. (2020). Cyber campaigns and strategic outcomes. Journal of Strategic Studies, 45(4),
534-567. https://doi.org/10.1080/01402390.2020.1732354.
** Buchanan, B. (2020). The hacker and the state: Cyber attacks and the new normal geopolitics. Harvard University Press.
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*¢ Council on Foreign Relations. (n.d.). Estonia denial of service incident. Cyber Operation Tracker. Retrieved October
25, 2024, from https://www.cfr.org/cyber-operations/estonian-denial-service-incident.

*"Council on Foreign Relations. (n.d.). Compromise of Sony Pictures Entertainment. Cyber Operation Tracker. Retrieved
October [insert date], 2024, from https://www.cfr.org/cyber-operations/compromise-sony-pictures-entertainment.
25, 2024, https://www.cfr.org/cyber-operations/compromise-sony-pictures-entertainment.
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* Jervis, R. (1976). Perception and misperception in in-
ternational politics. Princeton University Press.

* Borghard, E. D., & Lonergan, S. W. (2017). The logic
of coercion in cyberspace. Security Studies, 26(3), 450
475. https://doi.org/10.1080/09636412.2017.1306396.

“* Paletta, D., & Schwartz, F. (2016, February 2). Penta-
gon deploys cyberweapons against Islamic State. The
Wall Street Journal. Retrieved October 28, 2024, from
https://www.wsj.com/articles/pentagon-deploys-cyber-
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weapons-against-islamic-state-1456768428.
“ Borghard, E. D., & Lonergan, S. W. (2017). The losic
of coercion in cyberspace. Security Studies, 26(3), 450
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“Z1bid., 461.

“* RAND Corporation. (2018). Understanding deterrence. Retrieved October 11, 2023, from

https://www.rand.org/content/dam/rand/pubs/perspectives/PE200/PE295/RAND_PE295.pdf.
* Borghard and Lonergan, “The Logic of Coercion in Cyberspace” 460.
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