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Wi ovintiaidu Privileged Access and Session Management Tagianiy wazdaslailu
wansausi Open Source 3o suidnlsldanilivs
52  fianuaunsalunisusmsdanistydsly (Account) ﬁ"muﬂﬁm%ﬂﬁw’}'lﬁwaq@%'mu GF
arvaeuianssuvesinldiulmiuatieioy
53  fAvdvidmiusessulldaussuunientu Snalivesnin 10 glda
54 gwnsnuimsdansglienlugiuuy Local User wiafigavidnu (Authentication) flda
fUs¥UU LDAP, RADIUS uas SAML léidustnsties
55 il Template dwiun15id1l991u Windows Domain Account (LDAPS or Samba), Unix SSH,
Web Account, Cisco Device wae FortiGate \Uuatinnion
56 3 Launcher dmdudeuseludminensuaren duisluil
5.6.1 Web Launcher
5.6.2 Web SSH
5.6.3 Web RDP
5.6.4 Web SFTP
5.6.5 WinSCP
57 dfianand@lunisuimsdanissianiu (password) veminenafereluil
5.7.1 Verify Password
5.7.2 Periodical Password Change
5.7.3 Auto Password Delivery

<

58  annsomuaumsidildanu Tnedmualdgldauihnsvedviangeyifiedilday
(Request Approval) Ltaaﬁﬂmamﬁaﬁmalﬂﬁ
581 @130 Request Review and Approve 1@
5.8.2 @nsavimsudaieu Request ol
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5.10
511

512
513

514

5.15

5.16
5.17
518

5.19

annsavinstuiinmsldenaduiile (Session Video Recording) tilensaaapumsidildanu

vaarflilatuetntion

annsafmunszeznagedn (Max Duration) lumadhldnuesldnuls

annsansiadeunarlesiulida (Anti-Virus) Tunisaeleulwdrudomaiu (Web-based

file transfer) lailusgnsion

ﬁqmauﬁ’muﬂﬁﬁmﬁ“u%'aﬁ,da%"’ﬂwa (Data Leak Prevention) lolustnatiay

fnauauRisossunsldaunuu Zero Trust Network Access (ZTNA) et mumsziuAIY

Uapaievesgunsnifidldols

ansnsananIsIensTeans i uLezive Nsallug UL Log 9w Systern event, User event

\ensradaudawnds (Audit) Iduetheios

fimssiumshndeweluiliduednien

5.15.1 sufiunsinna Software washarnnisviauliiiulunuman Best Practice

5152 Aufiunianarnulounenisidndaing Web Browser (Agentless) tiesaaiunisidniis
Tuwuu SSH, Remote Desktop way HTTPS

5.15.3 fwusulovnenisdais Server Wiuyaransuen laedieedlszuunsiesenisidndia
wavspaieriAlvidnnala

5154 danisinausunisldauliunid i dinmuantmiuiunumiend $auau
Laitlounin 4 Au

fims¥useunsatuayumsuiulge (Update) nanfont Wussesnaliitesndt 21

syuUaueanngn Update Firmware 38 Software lonasnszaginaintsiuuseiu

Jrauosiendesilmivdesusesgunsalainuivng nanvi ey vadmiing Tavgunsalil taue

Hugunsailul liweldenundew Weutussuuliihesdsawalnglasg wiivsvingam

[
[
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Yoiauevziosiimuaenndpafuneazidenvatendisiauenianailn uagasdesssyli
Fawimuaud safiosuieif aiuniseensu fofwuney  sumidlaluenanstaiauoma
watla Tnouanuausnede Wi @uf unil witf woussvinliluredind “l@udsde” Tuenans
Fownemanaiia azuenaint flauemmssiessyeuirieveddeimusliluenmsdemue
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6. wandurfszuudssariiuteyadiviuntosnonfiametiaiiog ddul szuu laedl
AuanwuzanIzNIanAlla WisuwivEeandy dell
6.1 annauImsiananaginadrunansld (Centralized console) fuyih Ul

o

6.2 aunind1ns wazdAuteyauusTUY VMware vSphere, Nutanix Wag Microsoft Hyper-V 1t

Y
o

Taglisndusosinda Agent viaTosnouIme iAoy

6.3  anunsagAuteyalusysiulnduu Guest OS mﬁizuuﬂﬁﬁ’ﬁmwwmm Microsoft Windows,
Linux, Solaris, BSD 1@

6.4 mmiﬂﬁ’ﬁaqLLa:iﬁuﬁayja’iuszﬁuLLanﬁLﬂ%'uwm%"amamﬁqma'ﬂaﬁau‘lﬁ Tawla
$1udoafings Agent S arossasiunaUndindusgatisesieluil Microsoft Active Directory,
Microsoft SQL Server, Oracle, Microsoft Exchange, Microsoft SharePoint Waiw PostgreSQL

6.5 a'lu’l‘mﬁ’liaﬁm‘ga Transaction Log 984 Microsoft SQL Server, Archived Log 189 Oracle
Database Wag WAL 194 PostgreSQL ¥lnelsifosfinke Agent Lsiy

66 awnsndpuaALTeyasruUgTeyadmiy Oracle e Microsoft SQL Server iaueguu
\nSasreuimesusite i suvseuat psreLfawes it manw (Physical server) 161

6.7 @wanlugn (Compression) %’a;&aﬁaammwgﬁau (Deduplication) Heyafivimsdrsodlst

68 fimelulaf WAN Acceleration fiasiisdsydnsamndisleudeyauazanuiundaya
fidari WAN lun1svin Backup Copy Job ua Replication Job

6.9 5aa§um'§fjﬁum%mauﬁaLﬁ@%ﬁ’[ﬁij’ixuuﬂﬁﬁ’ﬁmi Microsoft Windows ag Linux fiegluguiuy
Virtual ¥ Physical 1@

6.10 aunaaienguuesguninidnifudeya Faduiiuinddsedoyalneusenaudiegunsal
Fnuftudeyaetnafoemilsyavieunnd

6.11 mmmfjﬁuLﬂ%mauﬁama%mﬁamﬁaﬁwm’[‘ﬁmulé’uwﬁ’uﬁﬁulﬂ (Instant Recovery)
T,mlm‘st’ﬂﬂm’%aaﬂauﬁqma%mﬁaumnqﬂnmﬂﬁmLﬁui@gaﬁﬁmﬁwﬁtﬂu Backup repository
V3o Backup storage Tuyldanle LLazmmsné’ﬁuw%auﬁuwawLﬂ‘%"m‘lﬁ

6.12 @wnsnfAuszuugtaYauY Microsoft SQL Server wag Oracle i ethuldulduuy
ﬁ’uﬁﬁu’f,ﬂﬁ)’mqumﬂﬁ’mﬁU“ﬁayjaﬁﬁwﬁﬂﬁLflu Backup repository 58 Backup storage
Tngdipsannsavhnisoruiasilouteyala

6.13 fimuanunsediiendn Immutability fie n1stiestulsliideyaluddrsesiieylugunsal
Faifiuteyadldvus i vrends svuudrsesuasdiudeya (Backup Repository %38
Backup Storage) gnuf’ﬂw’%aaﬂlﬁ%uﬁaizammﬁﬁwuwﬁ welosiummndevnevesteya

970 Ransomware %38 malware gt
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6.14

6.15

6.16

6.17

6.18

6.19

6.20

6.21
6.22

asnsavinus Ui Anti-virus theviansaunudeya newinsgAululdeu
ULSEUU Production lunseliwuiae Malware wisdsuuanuaaudus Invanunsaidentdn
ansnsadudunsifuldulieygalilinunesnderseinietis wisliondnmsffiu
mmmmwﬁau%agamam%aﬂauﬁaLmaiaﬁauuu VMware vSphere way Microsoft
Hyper-V fil#ds0edayald (Recovery verification) Ineni1sdrasanisgaudeyaluldeu
vianwwIndesatiouldlaesaluiinudisnaitlaintaimualy dddunssuiunsdanan
FpsannInoensBiloLanNadNSveINTYIna Ul

awnsovindudeya (Replication) L3 snouRwmeiidiiauul VMware vSphere way
Microsoft Hyper-V lugsqud aaumiainesdises (Disaster recovery site) uaga15avin
Failover was Failback \n3esrenfinmefiaiiouls
aunsadmuauunsiAusTUUTiqudneuinmesdisediaamin (Failover Plans) Ty
\A5 9ADURLADT LA BuUL VMware vSphere way Microsoft Hyper-V Tnevinidungy
Jpupsnsmeniwefaiioulaganinsodadviunmadaldauls
aunindrsestoyanasifueiesmoufiunesidiiouvu VMware vSphere Tngvinusauiy
qmé’ﬂwmzﬁﬁaﬂ'j'} Storage Snapshot & sanransEnuilLAnduiusyuy Production
Tuvugiiviinsdrsestoya

fiavavEgniesnunguneuuy Perpetual License Asouaquniudnu Workload fiftoans
dseslioya (VMs via Physical 3 VM uu Cloud instance) lsitiownin 30 Workloads
finsSudseiunisatiuayunsusuuss (Update) mandaus iuszaznailsitesnd 2 9
Samstlnousumstdalsiumd i fiddnauanarusiurawisnd dulidesndn ¢ au
Jordueavhesiimnuaanndnsfuieazidoavesenaisiguavavain waragdosssyl
Fauinneanduailesuiei enfumssensu defmuney a duwidaluenaistaruena
wiailA Tnuanaausned s Wi @l unil i wousivialilusedand “l@vdnede” luendns
Yolauomameiia wavuenani Huesmazdessrysiidevesdarimunliluenasioiue

manaila o dumlaiiiseaziBenedueiisiiutedwuntivey

7. sruunauauaungn1saiduaduuaslasadtlewa s nlud®@ 91uau 1 szuu lnedl

AuEnYamRNIznIamaliaiisuvinvianndn Al

7.1

Wuszuui senuuunwhuininssdutasnevaue aisgnamnisauleiueslussuy

s =

wietnemoufiuees Anwimuvasnds esey dadivian uarnovduewiaiuAnAIMY

i

niaialaalasld Artificial Intelligence (Al) %30 Machine Leaming (ML) uazdinuaudf

1

AsERUALARUNRULLATRYNY (Network Anomaly) 1o
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72 il Interface Gigabit Ethernet ae3tioy 2 ¥o1 way 106 SFP+ pgnaviey 4 dos
73 awnsoudeya Traffic 1 Sniffer, ICAP, AP Upload, SMB/NFS way HTTP2 leiidusteey
74 figeuandfluniangatdeuteyaniinieyunasudanIna iyl
7.4.1 s035ulUslamoa TCP, UDP, ICMP, TLS, HTTP, SMB, SMTP,SSH, FTP, POP3, DNS,
IMAP, RPC, SIP, RDP, SNMP, MYSQL, MSSQL ia PGSQL leiluetinstios
7.4.2 wdnsma Device Inventory uiiasevalsilusgiatioy
7.4.3 uandua Botnet uwiniovne Insuanstoya Botnet Name, Severity, Timestamp
waz Count laliuegnetioy
7.0.4 uanwa URL uas 1P Aifiarudesld Inouansdoya URL Category, Severity, 10C
 vi¥e Path fiilenudes way Timestamp 1#i0usenioy
7.4.5 wansmateya Weak/Vulnerable Communication vuaseuele Wy Weak TLS
version and cipher, SMB Protocol (outdate version, level security)
7.4.6 awsansivaeudeyavuiniadislaeld Machine Learning W30 Al Lavgguasyuy
dunsoiiiy Feedback sansnisanuld
75 dlnusuifinsnsisaeulussaulwdle Fagialuil
75.1 dlqmandfinsiadeu File Type lngld Al'laun 32 bit and 64 bit PE, PDF, MSOFFICE,
HTML, ELF, VBS, VBA, JS, PHP, XML, POWERSHELL, MSOFFICEX, RTF, DLL, DOC, XLS,
PPT, DOCX, XLSX, PPTX, DOTNET leifuseaiee
7.5.2 @unsold Al ¥se Machine Learning 138 ANN (Artificial Neural Network) asivaeuiiauas
UL Remote File Location #1u SMB uaz NFS I¢t wiauanuisn quarantine file la
76 Tanauifuansdoyafingranuniu Mitre Attack Tactics Ifiiusgnloy
77 5993UN5¥ILT AU Active Directory (AD) WAz DNS Uil 9¥udesa Hostname 189
Device Tuipsety
78 @unsoviieusiniu Third Party tilen1sneauauss w1 APl uay Webhook |dilusenste
79  afusyu Malware Analysis Throughput liidesndn 100,000 Indsatalus
7.10 5035UN13¥ sniffer throughput 5389 M9N network interface lsitfoenadn 13 Gbps vFafnI"
711 finmssudunsaasadareluifuednaes
7111 snumassalianunsansiaeuniolinssian Network Traffic 15Us1910N15%7
Span/Mirror Port ﬁ]'iﬂqﬂﬂiaj Switch
7112 fufunisasailifanunsansivdouns eliasiviainServer Traffic Ingsy Traffic

o @ 1Y 2 i
gNORAIUALAIIIN Firewall
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s

7113 dnflumsfsaiienauaussiemanisel ifudvanaiy w &3l Firewall vinnns

q

Block IP MBusuanay

a9 w

7114 Sansinevsunistdandiunidamindidninauantnuiunuiand $uu
Litieandn 4 Au

712 Javesmdssiimisdesusemunsninnuitviudas ofdadmine Tnsgunsaifiaue Wy
gunsallv Liteeldnuunnou Ieufussuulihwessemelngldadnaiiss@ninm wazds
agluanenisndn aaenauiusesnsiielvadiseslidesndt 3 U a Fuittudeiauorimumia
syuuUsemnsAndanvseiing

713 daauesvdedinnudenndestuisasiBoaveonaisaueanatla uavagsessvylidaau
Jeazdeaiesuainiumseensy fefmuaey o dwmddlaluenastouemanaiia
Tnouanaaudede Wy i unil wlihil aussialilumedand “lavgneds” Tuenastowue
ynampila uaztenani flavemmazdesssyauiidevesdatmualiluenasdeaue

a ° | aa a < ) o & |
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8. szuviufuinuLuUNatesEau (Multi-Factor Authentication) LaZS¥UUATIVEBUATS BN

- |

srUUARNRIMET 911w 1 s3uu Tasllpaudnvaziawizmawaila Wouwinusednda aeil

=

8.1 sruufufufanuuuunalgszau (Multi-Factor Authentication) 37uu 1 yn laefl

AANwEIaWIZINVALA fail

8.1.1 L‘fJuiB‘U‘Uﬁ.Qﬂ@’OﬂLL'U‘UlJ’]Lﬁ@‘i@ﬁ%Uﬂ’]’iﬁQ‘ﬂﬂﬁ’muIﬂE_lLQW%’ (Identity and Access
Management)

8.12 awnsaviinsfigaidinuvesldanldeginies 100 users uarzeTuNTYELIRY
lawnnin 1,000 users I¢luewnn

8.13 ewnsnsvymaudly (user) lngseaiunszuiums AD Polling, Kerberos, SSO Agent,
Login Portal, RADIUS Accounting wae REST API lstiuetnstios

8.1.4 @1u13avi Single Sign-on 393U Active directory, LDAP server, RADIUS server uaig
saML Tdueeatiay

8.1.5 amnsnlildeuamudoudsdaies uasawisagAusiaruladieiaies
(Self-registration and Password recovery)

8.1.6 anwnsodglinugldoldmuuasgiu IEEE 802.1X 1

8.17 sesdumavhaufiusnasgiu SAML Tneaninseinau identity Provider (IDP) 10

0 v oA " -l ) as 3 v v
8.1.8 @nnsavinuiniilu Certificate Management Wa#379 Wag3used digital certificate o

Inefinaueudfialuil
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1) vhashiidu Certificate Authority (CA) a$luiuseals
2) annsnudaiouguassuuile certificate Midnzminengy
3) vty Simple Certificate Enrollment Protocol (SCEP) Wi 93UI09 user
CSR Ieduetnation
8.1.9 anwnsnadudayadlduugunanl (Local User) sazause import uag export 378%0
Altluguuuu csv liluedetion
8.1.10 ansaviwiiriidu 2 Factor Authenticator server lapatuayunisinausiudiy
One-Time Password (OTP) Tuzuiuu Mobile Token Ilueenetie
1) 101 Mobile Token AiRadslguniofiosyuy i0S wat Android IWiuataie
2) 111509115 WTUR 1A ULUYU Time-based One Time Password (TOTP)
Tudnuaidald vieanunsavhnisiudufaauuuy Push Notification s
Approve/Deny w3sfisuLyile
3) anansatiasiunsidndiase PIN #3e Biometrics g
8111 anansarmum lockout policy 1 M3 login fail vaneads wislaifinsldemudunamnmils
8.1.12 5895UN15Y19U High availability (HA) WUU Active-Passive #3BUUU Active-Active
Iaduadration
8.1.13 fimseniunisiasadeluiifueeeton
1) sflunisind Software wazaarnsyianliluluniuman Best Practice
2) sdiunisesrntiteanansalden User uu Active Directory
3) ffiunTsiins Mobile Token vugunsal ileifuietdlumsfedsbitesnd 5 wies
a) $an1silneusunslfanliunidmiidinnuanianuiunisend 91w
laideenin 4 Au
8.1.14 finsfuussdumsaduayunisuiudye (Update) nandamianidwesmdnine 1y
syezalivosnin 2 1
8.1.15 Yalausvzsedimudenndeiiuigasdoauassnasiauonianaia wazdznasseyly
Fanuinsandseaiosuieiisrtuniseousy defmuasy o dunidlaluenans
Forauenanada Tnouanaavdnade wu @i wnil wind vussialilunedni
“ludrede” Tuenansteiauemamaiia wasuenand fauesmazdassyyiauiade

gaavanvuanliluendlstolduayanata  fuviiniseasdenssunaineaniu
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82 §TUUNSIVADUNITITINIUTZTUUABUNILADS (Zero Trust Network Access : ZTNA)

o s = = 1 =) = 1 as é’
71UIU 1 S8¥UY Tmﬂﬁﬁmanvm:mwwzmamauﬂ BULVTRIDANIT AU

8.2.1

8.2.2

8.2.3

8.2.4
8.2.5

8.2.6

8.2.7
8.2.8

8.2.9
8.2.10

8.2.11

8.2.12

8.2.13

LﬂwuaWﬁLL?%ﬁnw%’uﬁmﬁTyauuLﬂ?aqtﬂﬂ&’ﬂawmqLﬁ'aﬁdqmﬁ'waamﬁ’ﬂuum?‘m
ARNTMDS A M UBIANS (Endpoint Security) lasUsznaumienuaud® Web Filtering,
Application Control, Vulnerability Scanning, SSL and IPSec VPN Juetreiioy
fiaeavdmaldnuldlsitionndn 500 licenses y3edmiu 500 gunsaiaena Endpoint)
5995uN13RgaLiamnu (Authentication) Iavinnusauiv Local user, AD, LDAP %390
sAML Tadupenatien

ssuUTliaueaInsaRnm CA certificate tieldimua Policy vuSesldvanemald
@111350%71 SSL way IPSec VPN wagdaauy® auto-connect and always-up
\Weruazmntunsldau

gnansansianesind (Vulnerability Scan) Uutﬂ%asﬂ%’ Tnouanmatoslwifinsany
La¥IEAUANMUBUNTIELA

annsanuAnnsidu Web Traffic audsznniiuledls (URL Category)
ﬁswuu‘%mﬁ’mmim?aapﬂ%’ﬁmama‘lﬁmndaunmq (Centralized Management)
Bu web browser 161

AN39Y9UTAUTEUY Windows Active Directory nngluesAnsla
s893UNsAnAe Agent Uum‘%‘laaqﬂ‘m (Endpoint) UuszuuUURN59199 Feeluil
Inluetaies wioAnin

1) Microsoft Windows 10 ¥i8luainin

2) Windows Server 2012 w38lusinin

3) Mac OS 10.14 w3alnsini

4) Ubuntu 18.04 #38lminan
annsanssaeuLarUastumsvihanmedusinsulafissyasd (Malware) uua3aq
peufawasgni1e (Endpoint) 1a

101904 SIWe 7 93988 (Unknown File) 3913 asneufiainesgniae (Endpoint)
ludhgunsal Sandbox WU On-Premise ¥ On-Cloud LitensIadBUMN Malware WUU
SnlusiRle

finnssidunsindssdeluiiduegratios

1) sudunsinne wazdaainsyhailiidulunaman Best Practice

2) Fifiumsings agent dwFUsEULURTRNS Windows wae Linux weidusiegng

Tunsiesasruudqladasnin 10 w309
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3) gflunisserniinTvasunmuansRves Client uazds ZTNA Tag ldsszuuuims
wnnsalavdoyanisinwiauiunsaenit (SIEM)
a) $an1sfneusunislidauliunidminndninnuanianusiunusisni 91wy

liidpendn 4 au

@

s

8214 fin1sfulsriunisatiuayunisdsuuse (Update) nandnsiaInid 1wosnd g me
Wuszegnailiiesnin 2 9

8215 Yaidunvzdesiimnudenadesiuitasidunvenanatsiauamanaiin uazasiossy
WA wandeai osuieif srdumseensy dermuney o dwnidaluenans
Fowuevnanaiia lnsuanuavsneds wu wwail unit wihil wvussinlilupedud

“arsnede” Tuenastoauermamaila wavuannnil fiauesasiosivyieuiddoves

L4 o

Jarmualiluenanstalauenianaiia o duuiaiidsieavidensiuisinaafu
Uafimuntiueg

v
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83 ansn1sl441u Microsoft Windows Active Directory 37uau 400 8o

£ g v

831 ansald (User CAL) d1m5unisldenu Microsoft Windows Active Directory 91431

laitinenin 400 @nd

a £ v
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